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IT	SECURITY	BUDGET	
	

DID YOU 
KNOW… 
 
 
ü The threat landscape changes 

daily – what you spend this 
year may not protect you as 
effectively in the years to 
come. Security is not a one 
and it’s done! 

	
ü A recent survey completed by 

a NCSS partner, found nearly 
half small businesses plan to 
invest in cybersecurity 
products and services in 2018.  

 
ü NCSS works with leading 

security providers to provide 
our members access to 
discounted products and 
services. 

 
ü NCSS helps your business 

stretch your IT security 
budget. 

 

How much should your small business spend on IT security? Many companies large 
and small struggle to determine how much to spend; how to prioritize those dollars; 
and what services to procure. The NCSS is here to help with those decisions. 
 
The budget is dependent on factors such as business type, organizational size, 
compliance requirements, and sensitivity of the data. Given the growing frequency of 
cyber attacks, companies are spending more money to build stronger defense. 
However, more money spent does not equate to better security.	
 
FACT 1: EVALUATE CURRENT EXPENSES 
Tax season is a perfect time to evaluate how much your business is currently 
spending on IT. Complete an IT inventory that lists all items, when they were 
purchased, original cost, current age and status (operational/non-operational). An 
industry best practice is to replace IT on a 3-4 year cycle (most replace at 4.4 years); 
experts state that computers maximum life span is 5 years. The inventory needs to 
include all devices, services, and personnel. Provided below is a template: 

• Personnel: 
• Salaries/Benefits/Travel/Training and other expenses 
• Staff Augmentation  

• Hardware: (routers, switches, copiers, printers, USBs, servers, 
laptops,cables, computers, phones, fax machines) 

• Purchased/Leased 
• Replacements for items that have reached their useful life 
• Maintenance/Sustainment 

• Software: (website, office productivity, email, CRM, business unique 
software applications) 

• Purchased/Leased 
• Sustainment/Maintenance 

• External IT Services: 
• Consulting (compliance support, business analytic support) 
• Outsourcing – website hosting, cloud, secure storage provider, IT 

services company 
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• Telecommunications: (VPN) 
• Data/Video Communications 
• Voice Communications 

• Other Online support services 
• Point of Sale Systems 
• Other supporting systems support 

 

FACT 2: HOW MUCH TO SPEND 
After all IT expenditures are totaled, allocate 5-7% of the total budget to IT security. You will notice in the 
inventory process we didn’t allocate for security devices and services. That’s because you can now add 
those items separately to determine if you are currently spending the recommended allowance for IT 
security and services. For a $35,000 annual IT budget – allocate $2450 for IT security. 
 

FACT 3: SECURITY ELEMENTS 
Once a budget is assigned, the next activity would be to allocate those costs across various expenditure 
categories. Suggested elements include:  
 

1. Employee training and awareness 
2. Policy and procedures 
3. Cyber insurance 
4. Access control provisions 
5. Security Monitoring/Vulnerability Assessments and Pen Testing  
6. Virus and spam protections 
7. Email authentication 
8. Secure hosting, storage, back ups 
9. Web application firewalls, firewalls, segmentation 
10. IT security consultant/staff – compliance and advice 

 
Industry experts recommend that 80% of all cyber attacks can be prevented through good cyber hygiene. 
Many of tools the NCSS provides in tips, fact sheets and how-to-guides provide you with the means to 
implement good cyber practice. NCSS assists our members by identifying quality and affordable services 
listed above – many free or low cost; provides educational guides to implement cyber safe business 
practices and negotiates vendor discounts. We understand you are a small business and resources are 
tight – we are here to help! 


