
	

	

	  

SEPARATION	OF	
DUTIES	
	

DID YOU 
KNOW… 
 
ü Separation of duties is a 

control mechanism to prevent 
fraud 

 
ü Can be used to counter 

business email compromise, a 
leading 2017 cybercrime 

 
ü Can be used for multiple 

processes, not just for IT 
 
ü As a small business, it is often 

not employed due to the 
limited number of employees, 
yet is one of the most cost 
effective ways to prevent fraud 
and improve business 
outcomes 

Separation of duties is defined as an administrative control to restrict access to 
critical data, systems or processes. Separation of duties is a practice where 
multiple individuals are used to complete a single task. It implements checks 
and balances within a sensitive process to ensure that no one individual has 
complete control over the action. 

 
A good example of separation of duties is check issuance. One individual will 
write the check; another individual will sign the check; and a third would record 
that the transaction was carried out correctly. By separating these duties, the 
organization can ensure the payment was authorized, the amount was correct, 
and the recipient was valid. Without such a procedure, an individual with 
access to the organization’s financial accounts could easily commit fraud. 

 
As a small business, separation of duties, or the lack thereof, can be a major 
concern due to the limited number of employees.  
 
FACT 1: APPLICATIONS 
Listed below are several best practices for separation of duties: 
 

• IT Account Management 
o Separate activities in the IT account management process to 

validate only approved users have network access to sensitive 
systems. Separately assign account tasks of create, modify, 
and delete. 

• Wire Transfers 
o Institute multiple layers of organizational approval in the wire 

transfer process. In discussions with a national bank -- 
fraudulent wire transfers through business email compromise 
was one of the leading crimes of 2017. Fraudsters 
compromise the email of the CEO and send emails to the CFO 
or others instructing them to transfer money to an offshore 
account via a wire transfer. These losses are typically in the 
hundreds of thousands of dollars and often are non-reverse-
able.  

 



	

SEPARATION	OF	DUTIES	continued….	

• Physical Access 
o In most cases, individuals working at one company’s location should be restricted from 

obtaining access to other locations, unless the nature of their work requires them to visit all 
the sites, such as a facility maintenance worker. Requesting access, approval and sign off 
are three elements of the physical access approval process that can be separately 
assigned to ensure site security is maintained. 

• IT Configuration Changes 
o Requesting changes to an IT system is another area where separation of duties is an 

industry best practice. Separately assigning the tasks of change request, approval(s), 
scheduling and recording should be built into all major IT system programs. Requiring the 
requestor to run the change through their leadership’s chain of command – with several 
approvals, ensues individuals with different expertise investigate and verify the cost and 
impact of the change being requested.  

• Personnel Records 
o Access to personnel records should be restricted. For example, changes to pay, is a good 

use of separation of duties. The tasks of request, signoff, approval(s) and documentation 
are best separated among individuals to prevent fraud and to ensure that employment pay 
decisions are fair and equitable across the organization.  

 
 
In 2016, the Internet Crime Complaint Center, IC3, reported a new crime called business email 
compromise or BEC. Business email compromise is defined as a sophisticated scam targeting 
businesses working with foreign suppliers and/or businesses that regularly perform wire transfer 
payments.i This type of fraud (a type of phishing threat) involves compromised email accounts of 
company officials to convince employees to take a specific action, such as send employee W-2s, wire 
transfers to offshore accounts or send account information. The latest statistics report a 270% increase 
in identified victims and total exposed loses, at $1.2 billionii. In a way, this type of crime is using the 
known identity of an organization’s leadership, their habits and the relationships they have established 
with their employees to entice employees to take action. Using a CEO’s known traits, practices and 
work schedule, these fraudsters leverage the known identity of the person and the business to craft 
their exploit. Emails lure employees to quickly respond to the boss, often without questioning the 
direction given.  
 
 

 
																																																								
i Internet Crime Complaint Center, 2016 Internet Crime Report, 2016. 
ii Krebs, Brian, FBI, $1.2 billion lost to Business Email Compromise, August, 2015.	


